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Abstract:

The technological revolution has contributed to the consolidation of e-
administration as an inevitable necessity that measures the level of development of
countries. E-administration has helped bring administration closer to citizens, accelerate
the pace of administrative services, reduce costs, simplify procedures, achieve
transparency, and combat administrative crimes. Despite the positive roles of technology
in administrative management, it has also contributed to the spread of criminal behavior
through the use of modern techniques. Therefore, the correct use of e-administration
appears as an effective means to combat corrupt practices that have been produced by
traditional administration, such as bribery, favoritism, and bureaucracy.
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The role of electronic administration in Algeria's
efforts to eradicate administrative corruption

Introduction:

The information revolution that the world is witnessing at the present time; It has
affected various areas of life, as information and communications technology has become
used and exploited in the activities and actions of individuals, and even in the actions and
contracts concluded by countries and their various agencies.

Therefore, electronic administration has become an inevitable necessity that must
be applied in every modern country that wants to keep pace with developments in the era
of the digital revolution, and not lag behind the global information renaissance, because
this system has positive aspects, especially in the field of public facilities, and the services
it provides, which makes switching to it is necessary, as it would speed up completion,
reduce costs and simplify procedures, as well as achieve transparency in administration
and combat functional crimes.

The widespread spread of electronic commerce has led many countries to think
about exploiting information and communications technology in administrative
transactions, in order to take advantage of the advantages of this technology to serve
citizens and facilitate administrative work on the one hand. This technology also plays an
effective role in combating the phenomenon of administrative corruption on the other
hand. On the other hand, most countries have begun to use electronic means to carry out
the administrative work assigned to them, which is known as: “electronic administration.”
Although Algeria was late in adopting e-commerce, it did not issue the e-commerce law
until 2018this is in contrast to foreign and even Arab countries.

Despite the positive features of this revolution that swept the world; which made it
a small village where information was transmitted at an amazing speed. However, this
revolution resulted in the emergence of many complex problems, the most serious of
which is the problem of administrative corruption, which has become committed by
modern means resulting from this information revolution, and is embodied in many
negative behaviors such as bureaucracy, poor administrative organization, bribery, and
embezzlement of public funds....

Since it is necessary to exploit this modern technology; To eliminate various forms
of administrative corruption, the idea of “electronic administration” emerged due to the
many advantages it provides that may contribute to reducing the problems of traditional
administration that generate many corruption crimes, in addition to its role in avoiding
mediation, increasing transparency and integrity, and reducing deviations in
administrative practices.

Taking into account the previous points, the following question will center our
problem: In what ways has Algeria's implementation of e-administration assisted in
the fight against and reduction of corrupt conduct in the public sector?

However, the success of electronic administration in combating administrative
corruption; It depends on the availability of the components of this modern administration
as a first step, then knowing the effective methods and ways of this mechanism to combat
administrative corruption, which is what we will try to clarify in this research paper.
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1- The conceptual framework of electronic administration:

Today, the world is witnessing a wave of rapid and massive changes and
developments, and a revolution in information that it has never witnessed before. It is the
age of technology and scientific development, and this development has affected various
aspects of life, political, economic, and social... After the introduction of the Internet and
its spread in the world, we have begun to hear Terms such as electronic administration,
electronic administration, electronic money, electronic commerce, electronic education,
and other concepts. It seems that improving administrative performance will not be
achieved without the electronic revolution. We will try in this quick summary to clarify
some elements of electronic administration and what this concept means.

Where electronic administration means: “the ability of various administration
sectors to provide traditional administration services and information to citizens by
electronic means, with extreme speed and accuracy, less costs and effort, and at any
time.”®"

It is defined as: “The application of information technology in providing public
services through modern means of communication, such as the Internet, with the aim of
delivering services to the citizen or customer, increasing the positive impact on the
business community, and making the administration work with high efficiency and
effectiveness.”

Electronic administration has also been defined as: “carrying out a group of efforts
that rely on information technology to provide products to its students through the
computer and seeking to alleviate the problems resulting from the product seeker’s
dealings with individuals in a way that contributes to achieving efficiency and
effectiveness in organizational performance.”(4)'

It is also defined as: “the use of information technology, especially Internet
applications based on a network of websites, to support and enhance citizens’ access to
services provided by the local administration, in addition to providing services to the
business sector and various administration departments with transparency and high
efficiency, in a way that achieves justice and equality.””.

It was also defined: “Performing operations between a group of partners, through
the use of advanced information technology in order to increase the efficiency and
effectiveness of performance.”®"

Electronic administration was also defined based on its consideration as a
mechanism to combat corruption, and in this we find the definition set by the World
Bank: “A modern term that refers to the use of information and communications
technology in order to increase the efficiency, effectiveness, transparency and
accountability of the administration, in the services it provides to citizens and the business
community, by empowering them.” Information to support all procedural systems of the
administration and eliminate corruption" "

It is defined as the ability of the administration sector to exchange information and
provide services between itself, between citizens, and between business sectors, with high
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speed, accuracy, and lowest cost via the Internet. While ensuring the confidentiality and
security of transmitted information (at any time and in any place), it is based on two
principles: the first is technical, which consists of preparing information electronically,
transmitting it via the Internet, and ensuring its accuracy and confidentiality; The second
is procedural, which consists of implementing transactions and services remotely while
ensuring their validity and credibility.”®.

It is known as being synonymous with the processes of simplifying administration
procedures and facilitating the bureaucratic system for citizens by delivering services to
them quickly and fairly within a framework of integrity, transparency, and
administrational accountability.’.

This is in addition to several other definitions®Among them are also: “clectronic

elements that consist of hardware, software, communications networks, administration
5o (11).

concepts, and mechanisms for their application.

Through these different definitions, we can define electronic administration simply
as: “providing public services to citizens using modern electronic technologies.”

After reviewing these definitions, and many other definitions, we found that there
is clear confusion between the term electronic administration and the term electronic
administration."®Accordingly, electronic administration is an integrated and
comprehensive system, in a (broader) digital space, and includes both electronic business
(electronic administration of business only) and electronic administration (to indicate
electronic administration of administration business). Electronic administration is part of
electronic administration, or a branch. From its branches.*®

After learning about the definition of electronic administration, it can be said that
to implement this new mechanism in various countries, including Algeria, which is
striving to keep pace with scientific and technological development, some basic and
necessary requirements and components must be available for the success of
implementing electronic administration (first), and certain strategies must be followed. So
that electronic administration can reduce the phenomenon of administrative corruption
(second).

2- The characteristics of successful e-administration and their availability in Algeria

Implementing an electronic administration system requires the availability of many
components and capabilities in order to provide distinguished service to citizens, and
achieve an appropriate level of performance for public (administrational) administration
organizations at the same time.

In order for electronic administration to be implemented, the infrastructure,
physical capital, and human capital required by this process must be provided, in addition
to the presence of a serious political will to bring about change. These components can be
divided into: infrastructure components, organizational and administrative components,
and legal components. And a wish'*Therefore, we will try to identify these components,
and know the steps that Algeria has taken in this field, for the possibility of applying
electronic administration, and these components can be clarified through the following:
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2-1- The infrastructure camponents of electronic administration:

These components are called technical components, and they are the cornerstone
of the subject of electronic administration. Considering that electronic administration is
the use of modern means of communication and information in the practice of
administrative work, and all of this is done through communication networks; The
primary responsibility for providing this lies with the Ministry of Communications*®.
The state that wishes to adopt electronic administration as an alternative to traditional
administration must develop a strategy for building and developing the infrastructure
structure in its various technical dimensions. The solid infrastructure consists of all
establishments, land and cellular connections (remotely), computers, networks, and
physical information technology.“®As well as the soft infrastructure, which is the set of
services, information, expertise, and network operational systems software, which
consists of websites, electronic databases, network services...*”This is in addition to the
quality of citizens in the culture of electronic administration, so that they are prepared to
accept the new systems™®. The infrastructure includes a modern communications and
data network and an advanced telecommunications infrastructure capable of ensuring
communication and transfer of information between the administrative institutions
themselves on the one hand and between institutions and citizens on the other hand. The
components of the infrastructure are:

A Communications techndlogies It is what transmits and exchanges information
across different sites, and consists of two basic elements: communication channels and
communication, retransmission, or control stations.

B Corputer techndlogies and its corponents This is because most electronic
administration services are carried out through this device, which is an irreplaceable
requirement and includes all the physical and logical components of the computer.

O The spread of the Intermet: Because through it, communication between network
users is secured at the level of all sectors, within a highly specialized digital
environment®®,

2-2- The organizational and administrative conponents of electronic administration:

The shift from the traditional to the electronic form in administrative work must be
accompanied by a shift in processes, procedures, and individuals. This should not come as
a surprise, but rather the environment that will receive this must be created.®.

Accordingly, the organizational components are training and capacity building,
which includes training all employees on how to use computers, manage networks,
information bases, data, and all the information necessary to work on managing and
directing “‘electronic administration” properly, preferably through specialized training
institutes or centers affiliated with the administration. In addition, the culture of using
“electronic administration” and the methods and means of using it must be disseminated
to citizens as well, in the same manner as before®®.

This is in addition to developing and adapting the administrative organization,
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services and administrative transactions with the electronic administration towards

eliminating some departments and creating new ones... All of this must be in line with the
development of specialized competencies and skills, such as the presence of a qualified
workforce with experience in using information technologies.®?. With the provision of an
appropriate level of funding, such that administration funding enables it to carry out
periodic maintenance and training for cadres and employees, maintain a high level of
service provision, and keep pace with any development that occurs within the framework
of technology and “electronic administration” at the world level. .

2-3- The legal and security conponents of electronic administration:

Legislation and laws are considered the basic pillars for establishing and building
any project, or making any change in the country. Therefore, the necessary legislative
texts necessary for this must be provided, in addition to providing protection and
preventing people from attacking information and piracy.*?And other crimes resulting
from the use of communications and information technology.

As for the legislative (legal) components, there are those who believe that the
necessary legislation to implement electronic administration must be put in place before
implementation, by defining the legal system that recognizes the shift from traditional
administration to electronic administration, and then after that, that is, during
implementation, the necessary legal vacuum can be filled, except The reality proves the
opposite, as most of the countries that have adopted electronic administration projects
have not issued any binding legislation to use electronic means in administrative
transactions, and this is the same case for Algeria.

As for the security components, they mean providing electronic security and
electronic confidentiality at a high level to protect national and personal information and
to preserve the electronic archive from any tampering, and focusing on this point because
of its importance and danger to the national and personal security of the state or
individuals. This is because the main reason for the success of electronic administration is
the extent to which it provides the necessary protection for personal data and information,
meaning that electronic messages are not viewed except by parties permitted to do so, and
security techniques can be used to achieve this, including:®®:

A Encryption: It is intended to prevent any unauthorized party; To understand the
content of the message, there are two types of homomorphic encryption and non-
homomorphic encryption®®.

B Digital signature: Using a private key to encrypt the message by the sender.

O The electronic fingerprint of the message This is to ensure that there is no change in
the message, and in the event of tampering or sabotage, this means that the fingerprint
does not match it.

D Dgital certificates These are electronic documents issued by the competent
authority, allowing identity verification®”.

This is in addition to many other components; Such as seeking the expertise of
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Arab and international companies and countries specialized in the field of information
and communications technology and electronic administration applications®. In addition
to these elements, a comprehensive advertising and marketing plan must be developed to
promote the use of electronic administration, highlight its advantages, and the necessity of
all citizens participating in it and interacting with it. All national media outlets participate
in this campaign, paying attention to the propaganda aspect, holding seminars and
conferences, and hosting officials and employees in discussion circles on the subject to
create a capable popular climate to deal with the concept of electronic administration.

In addition to providing some technical elements that help simplify and facilitate
the use of electronic administration in a way that suits the culture of all citizens,
including: unifying the forms of administrational and administrative websites, unifying
the methods of using them, and creating a comprehensive website as a guide to the
addresses of all administrational administrative centers in the country.

These are the most important elements that must be present in any country that
wants to adopt an electronic administration project, and consider Algeria in its first steps
to adopt this project.®.

It is noted that; Despite these efforts made to implement the electronic
administration project in Algeria, it did not materialize on the ground, due to the presence
of many obstacles. The most important of which is the lack of infrastructure to implement
this technology (a deficit in meeting telephone requests, limited Internet penetration...),
and also the fear of electronic financial operations, in addition to the limited legislation in
this field, and other obstacles that made the implementation of the project difficult. The
mere existence of an integrated strategy for transitioning to the electronic administration
model does not mean that the way is paved for implementing and implementing this
strategy easily, smoothly and properly, because many obstacles and problems will face
the implementation of the plan. Therefore, those responsible for developing and
implementing the e-administration project must have a comprehensive thought and be
aware of all the elements and variables that could arise and hinder the plan of action and
implementation of the e-administration strategy, in order to either avoid them or find
appropriate solutions for them. Among these obstacles that can hinder the process of
implementing electronic administration, we will briefly mention them.*®

A- Political confusion, which could lead to boycotting the e-administration
initiative and sometimes changing its direction, and this element constitutes a major threat
to the e-administration project.

B - Lack of the necessary resources to finance the electronic administration
initiative, especially in the event of a decline in administration financial revenues. C -
Intentional or unintentional delay in establishing the required legal and regulatory
framework that forms the basis for any electronic administration implementation process.

D- National disasters resulting from regional conflicts that can disrupt the
infrastructure for a period of time, which would hinder the implementation of the
electronic administration strategy.
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E - Tremendous resistance to change by employees and administrators who fear

for their future work after simplifying procedures and organizing administration
operations.

F - Society’s unwillingness to accept the idea of electronic administration and
rapid connection to the national information infrastructure via the Internet due to social
and economic crises, especially if this process is financially costly. G - Lack of
capabilities at the level of the information and communications technology sector locally
or insufficient support from the technology, information and communications sector.
International administration efforts aimed at implementing electronic administration
applications. Add to this the reality of public administration in most Arab countries and
the problems they suffer from.

In the same context, Algeria is making great efforts to implement the paperless
administration project and make it a reality in the life of the citizen, but its
implementation on the ground is difficult to imagine at the level reached by other
countries. It suffers from several obstacles and obstacles that prevent this, including
legislative, technical, financial, and social ones.*. Regarding the obstacles related to the
legislative aspect, we find that Algeria suffers from a significant deficiency in the legal
regulation of electronic administration, in the absence of a legal text regulating this
transformation and the lack of a tight legal regulation of the electronic environment,
which makes this transformation futile, so the legislator must intervene to fill the legal
vacuum, in order to Facilitating work according to electronic administration methods. As
for the technical obstacles, Algeria suffers from a delay in the world of technology and
communication, weakness in the digital network and information systems, and the
difficulty of transferring information between administrative institutions, and if it exists in
one region, it does not exist in another, in addition to the absence of specialized
competencies in the field of information and communication technology, which It greatly
weakened Algeria's communications infrastructure. In addition, the large financial
obstacles that electronic financial transactions suffer from, which led to a significant
delay despite the passage of several years for the e-administration project in Algeria.

This is because for the success of the electronic administration project, significant
financial resources must be provided, considering this element that is absent in Algeria
due to the crises that the country has gone through, as well as the high costs of equipping
the infrastructure and providing training programs, high prices for the devices and
software used for the world, in addition to the lack of widespread use of the Internet by all
citizens on an ongoing basis and permanent.

The profound weakness of the educational and cultural level of Algerian society,
especially in the field of information and electronic culture, prevented the implementation
of the electronic administration project. In addition to the citizen's inability to connect to
the network due to weak individual income and the high cost of living.

Therefore, despite the efforts made by the state to catch up with global
technological development, it still has great strides to achieve in achieving the integrated
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project of electronic administration and administration that it hopes to achieve.

3~ Hectronic administration mechanisms and their role in reducing the phenomenon of
administrative corruption:

Administrative corruption has been given many definitions; Transparency
International defines it as:"Abuse of position in the public sector for personal gain®*®¢?.
As for the World Bank, it defines it as: “the use of public office for private gain.”(SS)'

Administrative corruption is defined as: “the use of public office with all the
influence and authority that entails to achieve personal benefits, financial and non-
financial, in violation of the law and instructions.”®.

The crime of corruption in Algeria(35)Under the Prevention and Combating of
Corruption Law®®, which was issued after Algeria ratified the United Nations
Convention against Corruption in 2004®". Whereas this law criminalizes many acts that
pose a threat to the administration of public facilities in general, in view of the negative
effects that corruption has on the progress of countries; Whether advanced or backward.
Therefore, electronic administration has become an important and necessary requirement
for various administrations, because it has many positives and advantages through which
the phenomenon of administrative corruption can be overcome, and its principles have
many advantages capable of overcoming the problems resulting from corruption.

3-1- The advantages of electronic administration that can corbat administrative
corruption™®:

The main philosophy of electronic administration is its view of administration as a
source of services, and of citizens and companies as customers or customers who wish to
benefit from these services. Therefore, electronic administration has many goals that it
seeks to achieve in the context of its dealings with the client, among which we mention,
regardless of importance and priority, what is considered sufficient to reduce The
phenomenon of corruption:

- Eliminating the factor of the direct relationship between the two parties to the
transaction or reducing it to the maximum extent possible, which leads to reducing the
influence of personal relationships and influence in finalizing transactions related to a
customer.

- Marketing products and services globally, and thus the country’s ability to attract
investments and achieve a stimulating environment for them®©.

- Speeding up the provision of services to citizens while maintaining their quality
through citizen participation in addressing negatives and correcting errors.

- Transfer documents electronically more effectively. While reducing costs as a
result of simplifying procedures and reducing transactions.

Given the clarity and ease of understanding by beneficiaries of the documents
required of them.

- Abolishing the paper-based national archive system and replacing it with an
electronic archiving system, with the flexibility it brings in dealing with documents and
the ability to quickly correct errors that occur and disseminate documents to more than
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one party in the shortest possible time and benefit from them at any time.

-Providing services according to a pre-organized program. By eliminating the
location factor, as electronic administration aspires to make employee appointments,
communicate with them, send orders and instructions, supervise performance, and hold
seminars and conferences through (video conference) and through the administration’s
electronic network; As well as eliminating the influence of the time factor, the idea of
summer and winter no longer exists, and the idea of taking vacations or vacations to
complete some administrative transactions has been limited to the greatest extent
possible.”.

- Eliminating bureaucracy in its rigid sense and facilitating the division and
specialization of work. This achieves transparency in transactions without bias*".

- Providing an accurate accounting and auditing system.

3-2- The inpact of electronic administration principles in combating administrative
corruption:

Electronic administration is characterized by many distinct principles, especially if
the requirements of this administration referred to previously are met, and the
determination to embody this mechanism effectively. In this case, we find that electronic
administration, through its principles, can eliminate many of the problems resulting from
corruption. One of the most important of these principles“?:

- Thinking about the beneficiary, not about administration.
- Re-engineering administration processes.

- Focusing on results directed to results achieved on the ground.

It achieves several benefits, including: reducing the burden on the citizen, in terms
of effort, money and time®?. This is done by communicating via line without going to the
electronic window. Ease of use and trend for everyone (in homes, work, schools,
libraries...) to link communication between individuals and departments so that
procedures are completed simply, and thus the individual is able to get what he wants
simply, without the need to ask for help, or offer a bribe, or....**. In addition to the
balance between information transparency and citizen privacy; This is done by
delivering information to them quickly and fairly within the framework of integrity,
transparency and accountability“®.

Also, the impact of electronic administration on general administrative
principles*’It would achieve the effectiveness of these principles in reducing corruption,
as the impact of applying electronic administration on the principle of the continuity of
the public facility’s operation is evident in confirming this principle and developing it for
the better, in terms of the ease of paying the necessary fees to benefit from the facility’s
service, and the facility’s continued performance of its services at night and during the
day. Electronic public administration would make the principle of continuous operation of
the public facility oriented in application to the provisions, as there is no specification of
the opening or closing times for employees’ offices. Rather, the facility operates around
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the clock and does not stop, unless there is a technical malfunction of the technology
necessary to benefit from its services.

One of the aspects of the impact of the application of the electronic public
administration system on the principle of the regular functioning of the public facility is
the freedom of the public from the obstacle of queues or queues, and this would relieve
the public from the trouble of standing in queues or queues to obtain information or
complete a transaction.®.

On the other hand, the electronic administration system or electronic neutrality
will lead to overcoming, albeit gradually, the problem of nepotism and nepotism, the
weevils of which have eaten away at the bones of traditional administration in a way that
has often led to its collapse after the spread of administrative corruption in it and the
bribery and discrimination associated with it in violation of the principle of equality
before the facility.

The most important impact of electronic administration on the principle of
equality, which is included in the regulatory rules, is not to differentiate between
customers and determine the usage fees required to create an electronic portal.

The electronic administration system also leads to the establishment of an
automated system for employee actions related to promotions, especially promotion by
seniority. There is no doubt that this will work to combat administrative corruption in the
promotion process in administration agencies.

The electronic administration system also works to achieve the principle of
equality before the public facility in practical ways, by preventing or reducing
discrimination between individuals on the basis of personal relationships, Kkinship
relations, sectarianism, political affiliation, and other matters prohibited by the principle
of neutrality of the public facility. .

Conclusion:

Through this research paper, it can be confirmed that the presence of electronic
administration has brought about a qualitative shift in the world of public services
through the transformation from traditional methods to modern electronic methods.
Several countries have succeeded in implementing this transformation and reaching high-
end public services characterized by quality, speed, and less. Cost.

However, the mere existence of an integrated strategy for the transition to
electronic administration does not mean that the way has become paved for the
implementation and implementation of this strategy easily, smoothly and properly,
because many obstacles and problems still face the implementation of this transformation.
Therefore, those responsible for developing and implementing the e-administration
project must have a comprehensive idea surrounding all the elements and variables that
could arise and hinder the plan of action and implementation of the e-administration
strategy in order to either avoid them or find appropriate solutions for them.

It is also noted that the various principles and characteristics on which electronic
administration is based are considered important keys in eliminating the problems of
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administrative corruption that almost eliminates various sectors. Therefore, it was

necessary to use modern technological methods to detect administrative abuses, including
adopting an electronic administration policy. Which supports information transparency
and simplifies administrative procedures.

To achieve this, we must work to achieve the requirements of electronic
administration by working on:

- Applying the electronic administration system in the field of public facilities
because it is one of the most appropriate fields to adopt this new system and reap its
benefits, for many reasons, and perhaps in the success of implementing this system in
Dubai - as an Arab city

- Scientific preparation must be made in advance for the process of transitioning to
the electronic administration system, and this includes a detailed study of administration
agencies and their services, and what can be implemented electronically.

- This transformation must take place in well-planned stages, as it is not possible to
move - completely, suddenly and quickly - from an old, traditional system to a modern
electronic system all at once.

Taking into account the experiences that have been implemented in other countries
to avoid the disadvantages and achieve the advantages of this transformation.
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