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Aggression in international law and cyber-attacks between states
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Abstract:

Cyberspace has become a new conflict between States, using cyberattacks as
an alternative means of circumventing the unjustified prohibition of the use of
force in international relations. These attacks have increased in recent years in
peacetime, both in terms of their number and severity and their adverse impact on
the target States. international peace and security, and in the absence of an
international convention on the subject international law ", the question of its
framing in international law is an urgent and priority necessity, Through the
adoption of its own legal regime consistent with international law and its
applicable principles as the principle of prohibiting the use of force and the

prohibition of aggression, which requires extending the concept of aggression to
cyberattacks because of their similarity to conventional attacks in nature as non-
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motor weapons aimed at producing the same effects in concrete fact, The effects of
conventional attacks may sometimes exceed, so that they can legally constitute
aggression that entails the aggressor State's international responsibility as well as
the criminal responsibility of individuals.

Key words: Prohibition of the use of force; aggression; cyberspace;
cyberattacks.
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