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Abstract :

This study analyzes security cooperation as a fundamental instrument in the fight against
cybercrime within the context of Algeria's digital transformation. Facing deterritorialized threats
and the obsolescence of traditional territorial jurisdiction rules, the article examines the evolution
of legal frameworks, from the Budapest Convention to the new 2024 United Nations universal
treaty. The analysis focuses on the Algerian institutional architecture, centered around ANSSI
and ONPLITIC, while highlighting challenges related to electronic evidence and digital
sovereignty. The research demonstrates that law enforcement effectiveness now relies on
synergy between international judicial assistance, legislative harmonization, and rigorous
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personal data protection. The article concludes with strategic recommendations aimed at
strengthening national resilience and Algeria's integration into global security networks by 2026.

Keywords: Cybercrime, Digital sovereignty, Electronic evidence, Data protection, ANSSI.

INTRODUCTION

Contemporary digital transformation is no longer defined merely by the widespread
adoption of information and communication technologies, but rather resembles a
structural and irreversible mutation of the very architecture of modern societies. In
Algeria, this transition is part of a state determination to modernise public services,
paperless administrative  procedures, and accelerate the digital economy

'. However, the emergence of this new digital domain, characterised by its fluidity
and absence of physical borders, has concomitantly generated a systemic vulnerability to
unprecedented forms of delinquency”. Cybercrime, by virtue of its deterritorialised
nature, technical volatility, and the anonymity it confers upon its perpetrators, challenges
the classical foundations of criminal law and national security, traditionally rooted in a
territorial conception of sovereignty” .

The central problem of this study stems from the observation of a growing
desynchronisation between the velocity of cyberattacks and the slowness of conventional
judicial and law enforcement response mechanisms. Whilst the criminal act transcends
borders in a single click, law enforcement and prosecution often collide with the limits of
state territorial jurisdiction®. Consequently, it is necessary to examine to what extent
national and international security cooperation constitutes a legally effective instrument
in combating cybercrime, in light of the constraints of digital sovereignty and personal
data protection in Algeria. This inquiry invites an analysis of the effectiveness of
cooperative mechanisms when confronted with the technical challenges of electronic
evidence and the imperatives of personal data protection”.

To address this problem, the present article will be structured around two main axes.
The first part will address security cooperation against cybercrime from a global and
conceptual perspective, examining the foundations of this coordination and the
international legal instruments governing it. The second part will be devoted specifically
to the Algerian context, analysing the national institutional framework and the prospects
for strengthening security cooperation by the 2025-2026 horizon.

National and International Security Cooperation as a Tool to Combat Cybercrime in the
Context of Digital Transformation

59



. Journal of Constitutional and Legal Prospective Studies Vol : 01 No:01 Year2026 Page :53-71

Part One: Security Cooperation in the Face of Cybercrime: Theoretical
Foundations and Conventional Instruments

The fight against digital offences necessitates a departure from isolated security
approaches. This first part explores the imperative for concerted action on a global scale,
dictated by the very nature of the digital space, and analyses the treaties that structure this
mutual assistance between nations.

Chapter I: Foundations and Issues of Security Cooperation in a
Deterritorialised Space

Cybercrime is distinguished from traditional forms of organised crime by its
capacity to operate within an intangible virtual space where the concept of geographical
distance loses all operational relevance. An attacker can, from a terminal located in a
given jurisdiction, compromise a critical information system in another, while utilising
technical proxies hosted in several third-party countries’. This radical deterritorialisation
renders cooperation an imperative for state survival. Real-time information sharing
between security services becomes the primary instrument for identifying operational
methods and tracing the chains of command of cybercriminal networks’.

The deterritorialisation of cybercrime requires a profound re-examination of
classical rules of criminal jurisdiction within legal doctrine. Contemporary criminal legal
doctrine emphasises that the principle of territoriality, historically established as the
cardinal foundation of a state’s prosecutorial jurisdiction, proves structurally ill-adapted
when confronted with offences whose constituent elements unfold simultaneously across
multiple distinct legal systems®. In cyberspace, the locus of commission of the offence
becomes legally fragmented: the initial act may be committed in one state, its effects may
materialise in another, whilst the technical infrastructure deployed falls under third-party
jurisdictions.

Faced with this spatial fragmentation, internationalist criminal legal doctrine
advocates increased reliance on mechanisms of extraterritorial jurisdiction, particularly
active and passive personality principles, as well as, in certain hypotheses, universal
jurisdiction’. These foundations enable the State to extend its criminal jurisdiction
beyond its territorial borders when fundamental interests are threatened, such as national
security, the protection of citizens, or the integrity of critical information systems.
However, as emphasised by a widely prevailing legal doctrine, this extension of
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jurisdiction remains largely theoretical in the absence of effective international
cooperation mechanisms enabling access to evidence and alleged perpetrators'’.

Thus, extraterritorial criminal jurisdiction cannot be conceived as an autonomous
instrument. It finds its full effectiveness in the existence of structured security and
judicial cooperation, founded upon international mutual legal assistance in criminal
matters and the mutual recognition of investigative acts. Cooperation therefore appears
not as an infringement upon criminal sovereignty, but as its functional extension,
conditioning the actual exercise of the State's prosecutorial power in a globalised
cyberspace' .

One of the major issues of this cooperation is the management of digital
sovereignty. Long perceived as an exclusive right of control over national networks,
sovereignty must today be reinterpreted in light of collaboration. A State cannot exercise
its sovereignty if it is incapable of protecting its citizens against external threats due to a
lack of partnership. In Algeria, this vision is reflected in a "cyber-resilience" strategy that
reconciles national control of infrastructure with integration into global security
networks'2. National security coordination also makes it possible to streamline resources
across civilian, military, and judicial institutions, thereby preventing redundancies and
communication failures that benefit offenders'.

Another crucial foundation is the necessity of legislative harmonisation.
Cooperation can only be effective if States agree upon a common definition of
cybercrime offences. The principle of dual criminality often constitutes an obstacle to
mutual legal assistance: if an act is not criminalised in one of the cooperating countries,
the request for assistance may be rejected'®. The challenge, therefore, lies in constructing
a universal legal language that enables a coordinated response to global crimes such as
cyberterrorism, child pornography, or transnational financial fraud'”. This harmonisation
must be accompanied by technical cooperation for the processing of electronic evidence,
whose volatility requires a speed of execution unprecedented in judicial history'®. Having
established these conceptual foundations, it is appropriate to analyse how these
imperatives of cooperation translate concretely into international legal instruments.

Chapter II: International Cooperation Instruments: Towards a Unified Global
Framework

The legal landscape of international cooperation has long been marked by regional
fragmentation. Algeria initially structured its commitments through the Arab Convention

National and International Security Cooperation as a Tool to Combat Cybercrime in the
Context of Digital Transformation

60



. Journal of Constitutional and Legal Prospective Studies Vol : 01 No:01 Year2026 Page :53-71

on Combating Information Technology Offences, ratified in 2014)"". This text defines
specific offences such as illegal access, data interception, and the misuse of technological
devices, whilst establishing rules for mutual assistance regarding computer search and
seizure. However, the rapid evolution of threats has revealed the limitations of purely
regional frameworks, driving the international community towards a universal treaty'®.

The culmination of this evolution is the signing, on 25 October 2025 in Hanoi'’, of
the United Nations Convention against Cybercrime recently signed by Algeria®. This
treaty, for which Algeria chaired the ad hoc drafting committee, represents a historical
breakthrough as it constitutes the first binding global framework®'It facilitates not only
the exchange of electronic evidence for cyber-dependent crimes, but also for any serious
crime requiring digital investigations. The convention provides for 24/7 cooperation
mechanisms and strengthens capacities for detecting online fraud and child sexual abuse
material, whilst guaranteeing respect for national sovereignty and human rights™.

The analysis of international instruments to combat cybercrime calls for a doctrinal
contextualisation with the 2001 Budapest Convention, long considered the benchmark
text in digital criminal cooperation®. This convention established the initial normative
foundations for the harmonisation of incriminations and mutual legal assistance in
cybercrime matters, notably through the establishment of expedited mechanisms for the
preservation and disclosure of computer data. As such, it played a pioneering role in
structuring the criminal law of cyberspace.

However, legal doctrine has progressively highlighted the structural limitations of
this model, particularly its regional anchoring and the perceived deficit of legitimacy by
certain non-party States. Several authors have emphasised that the Budapest Convention
rests upon an asymmetrical conception of cooperation, sometimes perceived as infringing
upon the digital sovereignty of developing States®*. This doctrinal critique fostered the
emergence of an alternative approach under the auspices of the United Nations, founded
upon a more inclusive multilateralism.

In this light, the UN model does not follow a logic of mechanical substitution, but
rather a paradigmatic shift towards a universal governance of criminal cyberspace.
Contrary to Budapest, the new approach expands the scope of cooperation to all serious
crimes involving digital evidence, whilst explicitly integrating the requirements of
protecting fundamental rights and personal data®. This doctrinal evolution enables States
such as Algeria to align with a universal normative framework that reconciles
prosecutorial effectiveness, national sovereignty, and international legal legitimacy.
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In addition to these treaties, operational cooperation is carried out by organisations
such as INTERPOL and AFRIPOL, the headquarters of which are located in Algiers™.
AFRIPOL plays a key role in coordinating African police forces through programmes
such as ISPA, which aims to harmonise criminal analysis methods and strengthen
regional data centres®’. Joint operations, such as "African Cyber Surge"”® or Operation
Sentinel”, have enabled the dismantling of transnational criminal networks and the
neutralisation of malicious server infrastructures, illustrating the effectiveness of a
multilateral approach®. This international integration enables Algeria to benefit from
global expertise whilst exporting its own know-how in combating cyberterrorism®".

Within this cooperative dynamic, the principle aut dedere aut judicare constitutes
one of the doctrinal pillars of contemporary international criminal law. Enshrined in
numerous international instruments relating to the fight against transnational crime, this
principle imposes an obligation upon the State in whose territory the alleged perpetrator
of an offence is found either to proceed with their extradition or to initiate effective
criminal proceedings itself*. It aims to prevent any situation of impunity resulting from
conflicts of jurisdiction or the inaction of national authorities.

Applied to cybercrime, this principle assumes particular importance owing to the
ease with which perpetrators of digital offences can evade justice by exploiting normative
discrepancies between States. Legal doctrine emphasises that the lack of effectiveness of
aut dedere aut judicare transforms certain jurisdictions into digital safe havens, fostering
the establishment of transnational criminal networks™. Consequently, criminal
cooperation is no longer limited to a discretionary power of States, but tends to establish
itself as a legal obligation arising from international responsibility to combat impunity.

However, the concrete implementation of this principle encounters specific
constraints related to electronic evidence, the protection of personal data, and internal
procedural discrepancies. As noted by the International Law Commission, the
effectiveness of aut dedere aut judicare presupposes a high degree of mutual trust
between judicial systems and a minimal harmonisation of incriminations and procedural
guarantees®®. From this perspective, international security cooperation becomes an
expression of the shared criminal responsibility of States when confronted with a
fundamentally cross-border cybercrime.

This international conventional framework, although robust, requires effective
implementation at the domestic level. This is what we shall examine in the second part of
our study.
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Part Two: Security Cooperation in the Algerian Context: Institutional
Framework and Enhancement Prospects

Algeria's adaptation to digital challenges is reflected in a profound restructuring of
its security and regulatory bodies. This part analyses the national institutional network
and the strategies deployed to optimise the response to cybercrime.

Chapter I: Institutional and Security Framework of Cybersecurity in Algeria

The Algerian institutional structure relies on a clear division of tasks between
prevention, regulation, and law enforcement. Law 09-04 laid the foundations by creating
the National Body for the Prevention and Combating of Information and Communication
Technology-Related Offences *>(ONPLITIC), the organisation of which was modernised
by Presidential Decree 21-439. Placed under the authority of the Ministry of Justice, this
body possesses judicial police powers to conduct preventive surveillance of electronic
communications, subject to judicial oversight, in order to prevent terrorist acts or
offences against state security It centralises technical expertise and assists magistrates in
understanding complex digital evidence”.

Parallel to ONPLITIC, Presidential Decree 20-05 established the National Agency
for Information Systems Security (ANSSI)*®, which carries out a preventive cyber-
defence mission™. ANSSI is responsible for protecting the country's critical
infrastructure, developing security standards, and responding to major IT incidents via
the national CERT*Coordination between ANSSI and traditional security services
constitutes the cornerstone of the national strategy. Within the DGSN*' and the
Gendarmerie*, specialised units such as the Centre for Combating Digital Crime (C3N)
deploy investigators trained in cyber-investigation across the national territory, working

in close collaboration with the specialized criminal division of Dar El Beida®.

The Regulatory Authority of Post and Electronic Communications (ARPCE)*
complements this framework by exercising administrative policing powers over telecoms
operators and internet service providers”. ARPCE ensures that private actors comply
with their security and data retention obligations, which are essential for judicial
investigations*®. Finally, the protection of personal data is ensured by ANPDP, in
accordance with Law 18-07 amended in 2025*, guaranteeing the balance between
security necessities and individual liberties”. This coordination between judicial,
technical, and administrative bodies enables comprehensive coverage of the cybercrime
threat®.
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However, the robustness of this institutional framework cannot conceal the
persistent challenges that call for a continuous modernisation of our approaches.

Chapter II: Perspectives for Strengthening Cooperation: Challenges and
Recommendations

Strengthening security cooperation in Algeria faces significant technical and legal
challenges. The first concerns electronic evidence: its fragility and volatility require
harmonised seizure and transmission protocols across all security agencies to guarantee
its admissibility before the courts’’. Continuous training for magistrates and digital
investigators is crucial, as the growing use of encryption and artificial intelligence by
criminals complicates data access’’. Furthermore, the challenge of digital sovereignty
makes it necessary to localise sensitive data within the national territory to avoid the
delays of international mutual legal assistance during judicial requisitions’”.

The protection of personal data constitutes another major issue. Law 18-07,
reinforced by Law 25-11, consolidates citizens' rights whilst regulating the surveillance
powers of security services™. Cooperation must therefore be exercised within a
transparent framework that respects individual liberties, under the rigorous oversight of
the ANPDP. Moreover, Algeria must intensify its partnerships with the private sector, as
access providers and major technology companies are the primary witnesses to attacks™*.
A more fluid public-private cooperation would enable the early detection of threats and a
faster response to incidents™ .

Finally, Algeria, on the strength of its signing of the 2025 United Nations
Convention, must position itself as a centre of excellence for the African and Arab
regions™. The sharing of experience through AFRIPOL and the development of joint
cyber-exercises with neighbouring countries will reinforce regional stability against
transnational cyberterrorism®’. Security cooperation must also extend to the realm of
citizen awareness, as the human element remains the critical vulnerability in the digital
security chain’®.

CONCLUSION

Cybercrime has redefined the boundaries of threat, imposing a profound
transformation of security thinking. This article has highlighted that national and
international cooperation is no longer a mere adjunct, but the imperative foundation of an
effective countermeasure strategy. Algeria has anticipated these issues by building a
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coherent institutional arsenal, marked by the creation of specialised bodies such as
ANSSI and ONPLITIC, and by asserting itself on the global diplomatic stage through the
signing of the United Nations Convention in October 2025. This trajectory demonstrates
a determination to reconcile technological progress with the preservation of national
sovereignty in a globalised cyberspace.

However, the effectiveness of this instrument will depend on the State's capacity to
maintain legislative and technical agility when confronted with criminals who exploit
every loophole in information systems. Security cooperation must evolve towards
proactive collaboration, further integrating digital intelligence and artificial intelligence
to anticipate attacks before they occur. By consolidating its international partnerships
whilst strengthening its internal resilience, Algeria equips itself with the means to
transform the digital threat into an opportunity for secure development for its citizens and
institutions.

From a perspective of continuous enhancement, the following recommendations are
proposed:

First, it is essential to accelerate the domestic transposition of the mechanisms of
the 2025 United Nations Convention, notably by establishing a network of highly
qualified 24/7 points of contact equipped with cutting-edge technical means to respond
instantaneously to international mutual assistance requests.

Secondly, the creation of a "Sovereign Cloud" should be promoted to host the data
of public institutions and critical infrastructures, thereby guaranteeing direct and rapid
access to digital evidence by Algerian judicial authorities without relying on foreign
jurisdictions.

Thirdly, it is recommended to implement certifying training programmes in cyber-
investigation for the entire judicial corps (judges, prosecutors, lawyers), in order to
ensure a better technical understanding of digital evidence and to accelerate the
processing of cybercrime cases.

Fourthly, the State should encourage institutionalised collaboration between
security services and academic actors to develop artificial intelligence-based cyber-
monitoring tools, tailored to the linguistic and technical specificities of the Algerian
cyberspace.
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Finally, it is imperative to launch large-scale national awareness campaigns on
"cyber-hygiene", targeting families and businesses, in order to reduce the attack surface
for criminal networks that frequently exploit user ignorance. A digitally educated nation
constitutes the primary line of defence for national sovereignty.
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